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How technical 
should a CISO 
be? That was the not-so-simple question 

that led down a rabbit hole, and very 
much like Alice, we found the journey 
becoming curiouser and curiouser.
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The 
The premise was simple, the authors, Javvad and Thom 
were asked to facilitate a debate panel at RSA in the 
new engagement zone. As long-time friends, we were to 
tag-team a topic of our choosing.

After careful consideration, we decided we should have 
a discussion around how technical a CISO should be and 
for us to choose opposing sides. Thom would insist that 
technical skills are not useful for a CISO, while Javvad 
would maintain that a CISO needs to be technical in 
order to be useful.
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We intentionally didn’t specify what we meant by 
‘technical’ and neither did we specify the nature of the 
organization, or the reporting line of the CISO.

Leaving people to make their own assumptions and 
arguing amongst themselves seemed like the 
reasonable thing to do.

No need for 
CISOs to be 

technical
The debate

CISOs 
should be
Technical



Priming the 
Charge
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We didn’t want to go into the debate without any data, 
so we conducted a “survey”. The word survey is in quotes 
because it basically consisted of two questions and we 
didn’t validate who filled it in, a straw poll if you will to 
simply take the temperature of the issue.  It was pushed 
out on Twitter and LinkedIn – so it wasn’t going to be 
defensible in an academic sense but gave us a good 
starting point for discussion.

The first question was, “how technical should a CISO 
be?” with a scale of 1-10. With 10 being the most 
technical and 1 being completely non-technical.

The second was a freeform field asking, “What is the 
most useful skill a CISO should have”?

On the scale of 1-10, the majority of responses at 33% 
sat firmly in the middle with a 5 – which doesn’t really 
say much other than people tend to sit on the fence 
(and possibly didn’t understand the question. But full 
marks for participation nonetheless).

However, the second largest group at 27% were more 
inclined towards technical skills.

In total 53% scored at 6 or above, giving the technical 
team the win by a small margin.

But that turned on its head as we moved to the second 
question.

The clear majority stated communication skills as the 
most useful skill a CISO should have. This included 
comments such as “being able to communicate at all 
levels”, “communicate with the C levels and the board”, 
“explaining risk to the board”, or “Communication –
both written and verbal.”

Other leading skills listed were; leadership skills, social 
and people skills, being able to build and manage a 
team, and understanding the business.



Detonation
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From the survey, some astute observers noted that this 
needed to be a multi-dimensional conversation. One 
comment stood out as it rightly called out the context 
as to what a CISO actually is, and also took apart why 
the term ‘technical’ doesn’t mean much: 

“Question formulated wrong. Answer depends on the 
context. CISO of 200+person cyber team? CISO of 1 person 
running firewalls? Techies focus on the word 'technical'. Get 
over this canard. Even non-techies are 'technical', my BoD
who cannot find a mouse, are killer technical in business 
domain acumen ...” Anonymous response from survey

Another comment echoed the sentiment:

“Unfortunately, a 1-10 scale doesn't quite capture the 
nuance. The more technical the CISO, the more willing they 
need to be to set their own skills aside to listen to the 
voices of their team and their org's stakeholders.” 
Anonymous response from survey

Wim Remes had a strong opinion on what technical 
skills are needed for a CISO in a comment he posted on 
LinkedIn:

Other comments scratched beneath the surface as to 
what “technical” actually means. It is clear that it 
doesn’t mean the same thing to everyone, but despite 
that, it was accepted that there are technical concepts 
that CISOs need to be aware of, be able to learn 
themselves or have a team upon whom they can rely on.
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Other comments scratched beneath the surface as to 
what “technical” actually means. It is clear that it 
doesn’t mean the same thing to everyone, but despite 
that, it was accepted that there are technical concepts 
that CISOs need to be aware of, be able to learn 
themselves or have a team upon whom they can rely on.

“Technical enough to understand the 2nd 
order effects of everything implemented 
on a practical level. You could be fantastic 
at policy or tech, but if you lack the 
foresight to understand ramifications & 
knock-on effects of what u do in the 
future it's gonna hurt. Common sense.” 

Chrissy Morgan, Twitter

“The less technical, the more they need to 
be able to learn technical concepts 
quickly and use them effectively when 
communicating with said stakeholders, 
even if they don't have the skill to 
implement said concepts.” 

Mike Murray, Twitter



Are CISO’s born or made?
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LinkedIn can be a virtual treasure trove of information 
for those with the patience and tenacity to find it. Using 
LinkedIn tools and information made publicly available 
we gathered data on 186 people who had “CISO” or 
“Chief Information Security Officer” in their current title 
and then gathered their last three roles as well.

(We did not include virtual CISO’s or those who have 
moved on to different role as their current one.)

Unsurprisingly (and unfortunately in this day and age) 
the gender distribution was disproportionately skewed 
towards men, with women representing roughly 13% of 
the group. 161 25



How Long does a CISO last?
M F

Avg years in current 
role 2.6 2.2

Prev role 2.8 2.7

2nd Prev Role 3.2 1

3rd Prev role 3.6 -
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We examined how long a CISO had 
been in their current role, if they 
had been a CISO in previous roles, 
and how many years each lasted 
on average.

On average CISOs have been in 
their current role for around two 
and a half years. When split out by 
gender, males have been in their 
role for a few months more than 
their female counterparts. 

Previous roles lasted slightly 
longer, but still, it’s rare to see a 
CISO last in their role more than 
three years on average. 



The question that then comes to mind is what does the 
career path of a CISO look like? Do they all have 
extensive technology backgrounds, or not? For this, we 
examined what the last job was in their history prior to 
becoming a CISO. 

This wasn’t an easy task because of the lack of 
consistency in how roles are defined or what they mean. 
Therefore roles were manually normalised whereby a 
consultant, cyber consultant, or similar roles from 
external consultancies and big 4 type organisations 
were grouped together as consultants. 

Similarly, a senior security architect, and a security 
architect, were both rounded up to a security architect. 

Of all the roles only 50 came from a broad infosec
background. That is to say, they worked their way up 
from within the security team internal to the 
organisation. 10

44 CISOs came from a consultancy background. Many 
were assigned to the company for 12 months prior, 
usually to undertake a transformation program, or as 
interim CISO before becoming a permanent CISO.

Security operations were third on the list with 11 and 10 
came from a governance, risk, and compliance (GRC) 
background. 

It seems CISO’s can come from technical backgrounds, 
but very often don’t.

Where do CISOs come from?

GRC (10)
Infosec (50)Secops

(11)

Consultancy 
(44)



The
Armed with these useful nuggets of information, we ran 
the session at RSA which had around 75 participants.

In order to facilitate the discussion, we ran the session 
as a debate, taking opposing views and then opening 
for discussion.

Javvad took the hard stance that it’s absolutely 
essential for a CISO to be technical, while Thom took the 
opposing view that technical skills are not necessary to 
be an effective CISO. Knowing the research we had 
meant these deliberately opposing views were intended 
to provoke thought, debate and conversation. This 
wasn’t called the engagement zone for nothing!

The discussion with the room was a spirited one with a 
roughly even balance of thoughts on either side of the 
debate. It was somewhat scuppered when someone 
(presumably a consultant!) said, quite simply;

“It depends…” 11

This was, of course, the crux of the matter, and hinted at 
from the results of our initial survey. Questions such as 
the following were considered pertinent to the case in 
hand;

● What role is the CISO doing?

● Who does the CISO report to?

● How many people report to the CISO?

● What function does the ~CISO’s team fulfil?

● How big is the organisation?

● What industry is the organisation in?

● And so on…

The next 15 minutes were spent in groups discussing 
this further, with the promise that key points would be 
delivered at the end of the session. There were ten 
groups in total.



Conclusions
Perhaps the most interesting response from the groups 
was that only one table of the ten was resolute in their 
belief that a CISO absolutely had to be technical (we think 
it was a table of engineers).

The remainder of the tables all fell into broadly the same 
type of response as we had seen in our research:

It depends

Size of the organisation will dictate; large = not technical

Nature of business will dictate

The team must have the technical skills if the CISO 
doesn’t.

Communication, communication, communication skills 
are paramount

The CISO needs to be an effective leader.
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The final word, however, is perhaps 
the most important one; interestingly 
the word wasn’t raised during any 
open discussion, but it came from 
multiple tables at the end:



Trust
More important than technology skills it seems is the currency 
of trust. If a CISO has the trust of an organisation and/or Board, 
technical skills are irrelevant. With that trust implicitly comes 
the ability to communicate effectively and report real-world 
events in a meaningful and impactful way.

It seems in a world of commoditised technology, trust is what a 
CISO should be aiming for, not the latest technology skills or 
security certification. Who knew?
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www.thomlangford.com
@thomlangford

thom@thomlangford.com

Thom Langford
Thom established himself as CISO at large global organisations, 
having founded their security teams and services from the ground 
up. He is an information security professional and founder of (TL)2 
Security Ltd, award-winning blogger, industry commentator and 
international speaker. Available as a speaking head and presenter 
on topics relating to information security, risk management and 
compliance. Thom lives in the beautiful countryside of 
Chippenham in Wiltshire (UK).

As Chief Information Security Officer of Publicis Groupe, Thom was 
responsible for all aspects of information security risk and 
compliance as well as managing the Groupe Information Security 
Programme. Additionally, the role was responsible for business 
continuity capabilities across the Groupe’s global operations. 

Having successfully built security and IT programmes from the 
ground up Thom brings an often opinionated and forward-
thinking view of security risk, both in assessments and 
management, but is able to do so with humour and pragmatism 
(mostly). 

An international public speaker and award-winning security 
blogger, Thom contributes to a number of industry blogs and 
publications. Thom is also the sole founder of Host Unknown, a 
loose collective of three infosec luminaries combined to make 
security education and infotainment films. 14

http://www.thomlangford.com/
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@J4vv4D

Javvad@J4vv4D.com

Javvad Malik
Javvad Malik is a Security Awareness Advocate at KnowBe4, a 
blogger event speaker and industry commentator who is 
possibly best known as one of the industry’s most prolific video 
bloggers with his signature fresh and light-hearted 
perspective on security that speak to both technical and non-
technical audiences alike.

Prior to joining KnowBe4, Javvad was security advocate at 
AlienVault. Before then,  he was a Senior Analyst at 451’s 
Enterprise Security Practice (ESP), providing in-depth, timely 
perspective on the state of enterprise security and emerging 
trends in addition to competitive research, new product and 
go-to-market positioning, investment due diligence and M&A 
strategy to technology vendors, private equity firms, venture 
capitalists and end users.

Prior to joining 451 Research, he was an independent security 
consultant, with a career spanning 12+ years working for some 
of the largest companies across the financial and energy 
sectors.
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http://www.javvadmalik.com/


Host unknown
Host Unknown is the unholy alliance of the old, the new and the 
rockstars of the infosec industry in an internet-based show 
that tries to care about issues in our industry. It regularly fails.

With presenters that have an inflated opinion of their own 
worth and a production team with a pathological dislike of 
them (or “meat puppets” as it often refers to them),  it is with a 
combination of luck and utter lack of good judgement that a 
show is ever produced and released.

Host Unknown is available for sponsorship, conferences, other 
web shows or indeed anything that pays a little bit of money to 
keep the debt collectors away. You can contact them at 
contact@hostunknown.tv for details or visit hostunknown.tv
and pledge money. We promise you will only be mildly 
disappointed.
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